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Client details }

Industry: Healthcare
Department: Legal
Audience: Associates

Course Requirements

Number of modules:

Quiz:

o

Interactivity level:
Audio:
Translation:

Course duration:

1

Yes

Medium (Level 2)
Yes

No

45 minutes

/

Technology Specifications

Operating system : Windows XP
Browser : Internet Explorer 6.0 or above
Screen resolution : 1024 X 768




'ontent Details ]
J

Permissible Use and Disclosure of Private

Information
sou rce content WO rd an d P D F d OCS Although protects private medical information in some forms, there are
many instances where it is p ble 1o use or disclose the Under
regulations, you may
i ® Use and disclose health infi ion when it is y for
co nte nt c I a rlty Ave ra ge payment, and health care operations (TPO) purposes:
o Teeatment includes actwities involved in providing health care
. . semces and products.
Content type Princip les, Facts o Payment includes actnities to obtain or provide payment or
’ reimbursement for health care services and products.
. include b ities, legal
and admsnistration
I mages Yes Note that most of the routine protected health information the company
uses is for one of these three purposes.
e Disclose p d health inf ion to the indnidual to whom it belongs

required by a govemment agency or court of law. In these cases, the request
should be referred to the Privacy Officer

k SM E aSSISta nce Yes / o Disclose information when it is in the interest of public health or safety, or when

regulations acknowledge that minor, incidental disclosures might occur (such as someone overhearing a corwersation
regarding a patient's treatment or seeing a list of p who are scheduled for delwvery). Such disclosures are not
considered a violation of the law.

quip

On the next page, you will be asked to determine if the use of protected health information is permitted in a specdic scenano

e privacy regulations focus on protected health information, which is defined as health information that is used
or disclosed by a health care organization, and which could be used to identify an indmdual,

e The Prime Rule of privacy is to use and disclose p d health inft tion only as authonzed by the
individual or as permitted by law. regulations apply to protected health information in all forms, whether written,
electronic, spoken, or other

*  You are permitted to use or disclose prot d health inf ion when it is necessary for the purpose of treatment,
payment, or health care operations.

* Three types of organizations, which collectvely calls “Covered Entiies, ” are bound by privacy
standards: health plans, health care clearinghouses, and health care providers who transmit protected health .
information in electronic form. Health Plan and Hill-Rom are Covered Entities Screenshots of the in puts

* When a Covered Entity uses the serices of other persons or businesses to carmry out their health care actmities and < . .
functions, requires the Covered Enmy to obtam a written agreement from these “Business Assoczaees 1o received from clients
ensure that spocn‘uc privacy d. Under I dustnes and it

may bo a C(mnd Entaty, Business Associate, or both, dopondmg on the role they play.

o Whena Covered Erm‘ly (for example a hospital, nursing home, home health agency, health insurance company, or the
Medicare or Medicaid programs) requests protected health information for treatment, payment, or health care
operations of one of their patients, you may disclose the information.
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Challenge
The course had to be developed for both novice and
experienced learners

The course was meant for all the associates working in
the company

Audience

ASSOCIATES

ComnﬂabSomﬁon]

A situation-based learning approach was used
in the course.

Formative assessments based on scenarios were
included at regular intervals to test the learner’s
knowledge at every level

An assessment used in the course

Tim, I'll be glad to help you. Fax me the information,
and I'll send a request to the doctor. After we receive
the doctor’s orders, we'll place the order for the unit.

Select the correct option.

Q. Is Tim permitted to fax the referral information to
Order Management Group?

Yes

1 0

L No

01 of 05

Submit




Challenge }

Learner found it difficult to understand concepts

CommlLab Solution } \

Follow these i when iving faxes inil e — fEaCh Concept Was \
R . : protected health information. eX I ai n e d O n a
The course explained concepts in detail N P
o lake sure a_axmac ines receive prof
in the context of related scenarios in [l o I separate page, along
order to he|p both experienced and 'éfs?r:fg«ﬁgﬁmmﬁfﬁ::ﬂiﬁﬂdﬁﬂ‘é with the relevant

For example, promptly retrieve faxes.
novice learners learn effectively. O B T T e
immediately inform the sender and then destroy the fax
copy or follow the sender’s instructions.

image, for easy
understanding of
the concept

. /




Instructional

These are some of the strategies
used in the course

Visual

1. Asituation-based approach
was used to make content
relevant to both experienced 1
and novice learners

Here is one of the interactivities used in the course

2. Engaging interactivities were
used to explain different
scenarios related to various

Clickable images
were used to explain
the precautions the
staff should take care
of when disclosing
protected health
information

Medicare or Medicaid programs) requests protected health information for treatment, payment, or heaith care
operations, you may disclose the information, even if the Covered Entity has not obtained a Business
Associate Agreement from.

policies When s Covar i (o g o e N oy, bl e oy o ]

3. Informative icons were used
to provide additional
information

Here is one of the icons used in the course

: Clickable icon used to
B 1enticrs Iimm—
sl show the examples of

Identifiers
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Before

In the source content, there were long-running blocks of
text as shown below:

Understanding How Regulations Apply to Us, continued...

Under reguiation ndustues and be 2 Covernd £
mmumma &ty ki s

53 considers teel 3 Business Associate when & handies pratected heakh wfomiaton a5 3 resutt of
Aronming Cotanm services on behaf of hospeals, norsng facdtien, and ther Covered Entbies.

Elace curtae hee 10 10e exampien of \S 2 Bxaneas Assocale

Cary conuadaes 8307 10 b Buniness Associste when & handies protected heath
Iformation 05 3 result of mantaeng and senicing hosptal dats a3 part of 25 WatchChig Operatians.

Batewville consders 2oed & Busness Ascocule whin £ collacts, analyies, ind
Gestrdeses hotpeal Sata 33 pant of B8 CUNOMAY SALITTACION DIOGram

Ukopwete, whan mmwfurﬂﬂw-ncmlynuwfﬂq
These comparses may be contidered Ml Rom's Busness Assocates

Blace Cursce heve 10 300 exampien of Busmens Axsacaies

conmdars 3 kaw fiem a5 » Business Assocute when the law fem handies protected hesth
Iedoemation 3% 3 resut of pedoeeng gal semces on HB Read's behall

constders accrediting bodies a3 Burress Assocites whan the accredtng bodes
handie protected health rdsemation 3 pact of MB-Rom's sccredtiten process

On the most page, you will leam how 10 handie of heath 10 Covered Enttins and
Business Associates

After

In the course, clickable tabs were used to organize the
content is into various types, to give the learner a clear
understanding of the concepts and enable easy recall

Under reguiation be a Covered Entity, Business Associste, or both, depending on the

Ciick on the taba 10 leam more
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Visual J

Before

In the source content, the procedures were explained as
shown below, in the form of long steps.

General Procedures for Handling Protected Health Information

Use the following
protected from un

o Before leaving your work ares
ed. For example, enable a p:

turn off your computer, and

compromised. For example, if you print protected

mation to a shared printer, promptly remove the matenal
from the printer

¢ When sending information by any me:

fax, e-mail, etc re

nformation to the correct r

The next few pages cribe procedures to ens cted health information i
recemving faxes, using protected health information on a computer or other electroni
protected health information,

After

The procedures were displayed one at a time, by using
clickable images and related content. The images were
relevant to the procedure, making recall easier. This

strategy enabled better understanding for the learner.

Aside from following the “Minimum Necessary Rule” and “De-identified Information Rule” when handling protected
health information, there are also some general guidelines you should follow everyday to ensure protected health
information is protected from unauthorized access.

-

L Secure Your Office Area Transmit Information Safely
>/

Before leaving your work area, make sure all medical information is properly protected.

Secure Your Workspace

Y

Enable a password-protected screen saver or turn off your computer. Store hardcopy material out of view or in
a locked location.

\,

Click on the images to review these general guidelines. Then we will discuss specific steps to follow
when transmitting, receiving and disposing of protected health information.
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Internal Success

Excellent quality and quick turnaround
time

The course was developed before the
deadline with no compromise on quality.
All the standards expected by the client
were met.

The success of the project was result of
team work and commitment.



